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CRGANIZATION OF THE CRYPFTOLOSIC AGEICY OF TE
ARED FORCES HIGH CUIRMAWD, WITH REERS 1 T ATIE

AND IMEER OF RMPLOYERS TOGETHIR WITH A FHSCRIPTICN
OF TEE DEVICES USED

1. During his period of éstection (September-Decsuber 1946% at the
By 7707 European Commend Iotelllgence Cenitsy, Obsrursel, Germary

Wilhelm FENMER, fcrrmer Miniasterialvat and chief of c*:smu_na vsis ip ths

Armed Foreos Hizn Coumand Uryuiel lcgic Agemey {0KW/Cui), wrote 2 levgthy

repcrt corvcerning ils past carser aad hls orxienslve s¥periscees in tke

fleld of cryptoleogy. Thile zepcrt was vever issued in %recslatiors al-~
though an inadequate owamary by Army Security Agency waa lsaved as
TICOM/I-206.

It is presently planced to iesue a ccmplate trarsiation of the entire
report 1n the DF serise (LF-187). The attached transletlon is ths secord

cf the series and is FEMIKER's deseripiion of {the organization.of OKW/Chi
during the posricd 1939.1945,

Tecexber 1949 35 conics;

5 28 pares
Tranalated: RWP

Distribution: Normal
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0:ﬁ§HEAATILR OF ToE 3RYFEGLCSZC ACGENCY OF THE ARMED FCRCES HIGH COMMAND,
E;¢E ;AEES,CﬁﬁTIVITIisj ATD NUMGER OF EMPLOYEES® TCOLTHER WITH A DESCRIPTION
THE DEVICES USED.

I. In the Year 1944

A, Organizzaiio

i - gl

General: The Avmed Foress High Corzmoed (Oberkerzacdo der Wenymacht

T

e e S —

-

horsafter referrsd to za OKY) was made up of offices with the mast variled
designationg of which ornly a very fsw aro fexiliar o os. na of tksass

oP?fices wag the Armed Foress Operstlions Stafl (E&Q;machtfuehrunggatab here-

efter raforred to as VFSt). Ius vertical orgeaizotion in regerd to the

=

Cryptolnglec Agemney {gniffrierrhtsilung herscfier roferced to es Chi) may ke

rorrensntesd as follews (Sse dlogram on follewlng vage).

Tr. pescetime Chi was sp cffine of ths Inspectorzte of Sigpal Trocrs

{Znepskticn éer Nachrichtentiurpen hersaftor veferred %o as In 7), out of
vileh Sigmal Compunicotions Affeiys {Hachrichiscvervirdungswassn hersafter

raferve. %o ng NVW) had arissn by pregressivs orguniuzntional changes.

1. TIn view of the fact that more thern 2 yezr 20d z Lal? have passed olnce
ths digsolution of the Clpher Agsrey =and 1 T nave maintained ro cou-
tact with the former wembers of snis snization and pogegsse no docu-
ments of any sort, many nouse beve silipped oy miad. Likewlse details
have eacaped &y mexory. Thls aceovut, hovever, 2grsss essentially

with the facts.

2. Ac "employee" male or femals, (Apgesteliter cr Aamnetellie) 1o a person
obligated by & civil service somtract, oudca & poreon 18 oot ergegsd
for 1ife and has no clalm %o & pensice. Such @ persen is not & mewber
of the Armed Forces. An "officilal" of the Aymed Forces {Yohimachi.-
veamter) 18 not an oificer znd there ors never hes digelpiisary powera.
Ho is appointed for his lifstime cnd has a cleim ©d> & peunslion, in con-
trast to civilian employees he is cvirject %o military law (wears a
uniform in wartime) tut is allew=d ¢ ekoose his politvieal party. A
"detailed official” (beoréerter Beamtoy) is an official of a cove
military agency released for service with the Armed I'creea. Although
in Question A information was askad cnly regarding suployeces {éggg-
stellten) 1. e., civilians, I rave ali;o given the vemes of officers
and officials insofar as I have Xopt the names in mind. I assura that
tn the word Angestellten these wsrs 1ikawise tc be included.
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i ARVED FORCES HICT CCOMMATD :
| bear}:-mando der Hehr::&gﬁ;ﬁ ehbraviated OKW) I
i ? - a
| Chnief: Cereral of tha Army (Gevsralfeldmarachall} RKETTEL g
P , e e
|

j _ 5

3 ARMNED FORCES OFERATTONS STAFF i

{ {Wehrmachifushrungsstab abhraviated HFSL) i

]

' Chisl: Gsowral {Ganeraloberst) JODL

OFFICE : SICNAL COMUNICATICIS AFTALRS
Lzt Hachrishtsnverbirdungswesap ebvoreviated I7H)

——

-——

Chis?: L. Geon, of Signal Troops (Tererzl dexr Kach-
yishieuseuppen) FTLIGIRNEL*)

i

!
i

ARMED TODCES SINRAL CORMNIICATIONS GROP
{Antsgruppe Venrmachioechzisbienverbindungs: 2tz AgHAV )

Cailaf: Major Geasral {Gsnsrolloutnant) (HITIE*

N —————

CRYPTOLOZIC AGENCY
(ChifPrievrabteilung abbreyiated Cht)

Chisf: Colonel (Oberst) XETTIER

sLater Major Gereral (Gensrallsutnant) PRAUN, Both FELIGIEAEL and FRAUN
1are hapged after tho Atiempt on HALILR's 11fs 20.7.4%.

##,ater Major Cereral {Geveralisutvant) GDNIER. Both TEIELE apd GTIZILER
were hanged after tie ALLSTLT OC HITLE:'s Life 20.7.%k.,




Speeliolr Chi wez somezed of malp growps, groups, acd sesilcns of

whlch the abbreviations weve:
Maln Oroup (Favptzrunpe ebiweviated H §r)
Crow (Cruppe abbrerinted &)
Seotion {Beferat sbbraviated Ref)
Dirsctors or Heads of Sesticms weve desigpated Leitor (abhreviatszd L). Thus,
fmr ezerple, IF0TB weans Dirsctor of Main @roup B (leiter der Heuntgrrnes B).
DIACPAN SHCHITG CREANIZAYICN OF GHI
Ciie? Cht
i ;
f )
¥ I - . =Y
Perecnrpel G HCr A EGr3B Cr X

- Pl S ; 3
Cr I GrII GrIII Gra Grb Crao

CUTLINE OF CRCMAITZATICTS OF CIOT urrd BU.EES ATD PERSOTIEL
Assignmeuts: Cun oystems. Tovsicn systens. Obtaining intelligsase by

“ecihnical @saps.

2 .
Chie? : Obersh {Jolonel) XETTlIm
L [y :5 - ;
Daouly ¢ Majoxr ME T

4

Aatarocn @ TFrl I-iadtﬂg KUHTERT

Registwy Tl ____ (pesition ot alvays filled) .
Dectnsnis)

Pexgonrel Group

Agsignments: Personnel, guarters, secret and open registry.

Director : Kajer 4, 5.6 Dr. ....5R ()

Anteroom @ Tyl MALLECK
T

Registry Trl Apnd RARTEL

{Unolasgi- B

Pied L

SECTLT i : |
Donuronts) Brizgehi1¥e T LATOR G el
Cne or cwo ¥ols messengers -

e

2. Jermen tltles oz thoir ebbreviations} have been reainsd in the charss ‘
- v eprroximets Epclish enuivajents given in the Tootnotes, thus Oberst
mel). fﬁditcz"a- Bota/. i
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- - - 4



atn Croup A
Asvigument: COwon cryptogrophic oystems. Interception of forsign radicgrams
avnd cablegrans.

Dizastor : Major METTIZ

Anfigroom ¢ Frl VERWORN

Group I Dirsctor:

Assignment: Devolopment, production, erd distribution of own aystisvg
' for Army, Navy, Alr, agsnis in cornssiion with the tlrses
tranches of tha Armed Forces, Checkicg own cryptomraphis

systems with regard to security,

9

Perconnel Sdf.” Dr. FRICX

Reg. Oherissp.mi“:‘:itz MEITZER
Scme 10 detailed oscldiers and numercus printsrs inciuding
Reg. .I_p_gg.n Alifred FUCES.
Liaiscn officlal of the Hawy, 03312 TRATXS
Croup 11 Director: EQEB GROTZ |
Dzputy .-:-_mtnannm TLITOGER
Asslgmment: Draving ‘up plans for mounitoring forsign interzaticnal
‘ radlo traffic, intercepiion cf talegrams of foreimm

govornments. Call rames, vavss, time schedules.
Allccation of essigwmente %o the intersept stationa
of Chi. Tralnirg of "iptercept operatorz". Soms 10
goldlizrs detnllied in Group II.

1
Croup ITI Director: Oberetiti. ? KAZHIER

- 16 —e.
Deputy « Reg. Dauvai Dio. Iug. SALZERGI

. 1 po longer recall ths organization of this group.
Sendeyfushwey {Specialist Leador)

Regie oberinapektor (Goverruent Chief Inspector)
E%mngaimgeﬁor {G<v ernzent Tuopector)

Oberregierungsrat {Chicf Covermment Councillor)

* . Hzuptmaen (Captaln).
14, GﬁciaI.

D arstleutnant (Liouterant Colonel). -
16, ‘eroment Archiiect, Graduate Epglueer.

.

Py 0~ 0 QO
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Direc

Assignment: [MHonltoring wnd intersaption of foreign press and

propegenda travemisgiorns. Zvaluation, trarvslation,
Tepraduction, and distribuiicn of the most importent
i1temeg. Improvemsn:t of vadio recsiving stations.
Telegrams from cnd to Chi. Uninterrupted 24%-houe

sexrvice

Personnel : Sems 100 c¢iviliang, mele a2ad Temale; whose pames I

tor

do not inow,
E:EE Greup B
Min, Rat 17 Wilheln FEITER
Min., Eat Vikitor WENDLAND
Declprerment (cryptanalysis) of cryptograms of forsign govern-
ments. Dovelopment of mechanizal cryptanaiytic aids. Training

and instruction,

290 ¢ ER SCRULZ (Air Force) enelyst with Mein Group B
2roun A
18 10
Director Oberlt™ Otteo KIZE™-
Antaroonm : Trl Hertha LI:B“WBEPG
{LGys) 1 Anneliege NATHO
Fri Iles FLOCKE
T=1 Zinda SCHOTT

{he dotailed soldier

Seecretariat: Reproduction of deciphered messages. Log of TCP SECRET

documents. Perscurel, quarters, courisr service,

Reglstry of: Freifrau20 Edith v, MEDEM
Telegrams Frl “ise SCmwAB

Fr1 ERENzZ
Occasionally one or two detailed soldiers

Distribution of incoming sncrypted telegrams to the several sestions

17. Ministerialrat (Minleterial Goverrment Counciller).

18,

Cverleutnant {First Lieutenant).

19.

‘ailed for service with Chief of Chi. Group a was therefore person=
“ directed by the LHGrB /FENNER7. i

B8 .



(1
Sveuy b
Saoune D

Aenignmsnt:
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Saction 7 -

il it . i Yl

Apeignment

- -~
cratlon ha

—— i " el

Hood

MeoiaYe

Jectlicn bl --

dead

Mesbors

o

wo

L]

L]

Frastleal (evrrsti) deeiphermant of eryprograws of
forelpn governussts,
Min, Rat Dr. Vilow

TOTHASYE  yraee
7 P AT
VA LLEDY

Mip, Red Dyr. Jozuph Laso SEIFTRT

Ascignments)

Prolimivary siudlss of entirely new iypes of forsign
crypicgrarn., Censuliation on cxryptologis maitars,
Professoy Peter NOVOPASCHENNT

Frl Ixea ESLUTN

Argst.2t Leoshard 1XRCH

in caes of veed aldo cpe fawals employes awd Hwo
detallad goldiars

Tugeslavia

Mig. Rat Dr. Vilttor WENDLAND

Angst. Gecyg CRUIL
Gef, 22

LOEYs

Fralin von THIEIMANK

Roumarnis
Major Dr. Erich LENSCEAU
Angst. Warner {?) CRADGER

éangt.
Frl SCHRADER, typiet

Italy

CRR Franz-Xarl RAFFEL
Argst. Dr. Iugen MAULER
Avgst, Werner TESSMAR

3

Funkerg Corvin SCHRELLBACH

Apast.

Frau HAURMANN, Frl PRTZOLD, Frau Chariotte FUCHS.

Twvu female typisce

o ragtellter (Tmloveal.
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Hlenbers:
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Hesard :

Hembers s

Yeaticn B _ow
--'Il-h—lln*-?
Head -

Members e

France, Belgium, Feilerlonds, Switzerland, Eaypt

. - % e Do SETIT TR
052 v, Holint (UELIER

. ) .

A yyrmens Far D o 8 e s s <4 5 - .

Zngct. Stéieodirekior g, D (Zuployes, PEDERSEN)
pool

[

Oberly. 4, B. KUNZ3, 0%to °7

o m1 e
fran Elige HUDE

vl von TIEGH

.
Tyl Mothilde FELIER
Abzat, - D2,

Argst. Rudolf TRAPER

e ——

Fyau (SCHROZIZR ?)
e

T .

Ao d

Twe Zemele ¢ypists and eighis =ssistents

Pagland, USA

CRR Wikolal ROmI

ER Dr. DENCEFR

R Dr. Irepnz WSISSER

FR Helummt SCTULZ

Aogst. Robert MORS

One detalled offiolal KALLE, Frd Trmgard {1) HELLER,
Fri Irmgard RCEPP, Frau Anoe BEENIBGHOVEN, Anast,
Siegfried PCST, Frl Dr. Margaréthe BRUSSOW, .anﬁ some
12 eddivional male and female employees as statlstical
clerks and typisis.

Sveden, Norvay, Deunark

FR Theodor WEVERKINCK

Uffz.gs SCEWEDE

Fr) SOBWEDE

Frl Gerda (2) FURK (1), typist

Seldat®! MUELLER

ok, Haster (Rebtwed).,
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Members:

Membars

Sectien b

=== "10

Head %

=a

Memb=rs 2

Saction b“

-~

Head :

Member :

Saction b

i, et Srp—

Spalun, Portugal. Laiin Amerize
KR Xari XIEFER

Two ox thrss Uffz,

s e,

Arcggy., HODERLEIN

s

Ons female amplcyss ag typist

= . Agent syztens

Oberlt 8. Res. Dz, _ 29

Sore 10 sargeants and eniisted man
'Euri&ay

KR Dr, Hcbil. Evrst LOCKER
Angst. Alfred WITTE

Argst, KLEIN

U£fy. Martin GEMFIRIE
Frau FUCHS, itypist

Frl KLEIN, typist

Thyes dstailed soldisrs
Grsoes

Min. Ret J. L. SEIFERT
Frl Gertrud BAULE

Vetican

(Occastonaliy worked on by Min. Rat J. L. SEIFERT)

%"

Possibly this section had a different number.

29. Tot taken over by the Army until late in 1944,



Section b
Tl 23

Foad :

Mambera:

Section'bl
e e R

Tead

Momber -
Seetion D
gection d. -

Hesad :

Menbara:

Sectlnons b17 o1

Seetion 'b;?2

Head 2
Members:

Srecinl Section
Hsad -

Membere:

Fri MALLE, typist

Iran

KR Ir. Ernat ICCKER

UfTz. Dr. HAFESEN
Hot staffed

Poland

. 30
beordertey Beauter~

-

Frl Elieabetn WALTER

e

Urfz. DRASCER

Secie 13 detalled wergeants and enlisted men

Int staffed
Bulzaria
CiR Erret FOTIER

Soldat Dr. LUETJEN

Edgaxr RBERNDT

Military dictiicraries

§E§. RUEEDT
Thrze znlisted men

One female typrist

30, Detailed official.



Group ¢

Aspignmant;

e

en

Saction &, o=

e

Oead

Moxbors

Saetlon ©

Head

Menber

Sectlon ¢

pos

Head

Members

&

a
-

a3

Analycloal solutlon or reecciphsrmsnta. Tesiing of
cryotograpals inventionas, Developzent of srypte-
aralyiic aids, Traizing azd ingtrictlen.

J:'-.:R E:f‘-ro E?ich EJJ'J'.&'E'Ia‘..aJ‘\m

I

Crypcanaiysiass rof, Ur., JRANZ, Unlversity of

Gizgeen
Technclogy i R23z. Baurat Dip, Iog. Wilhalw ROTSCHZILDT

Tl KRAUSCH
Anntytical eclution of forelge reaensiphermenta
Pruofesaor Dr. TRANZ

E-_BHE., Profeascr D, , Uriyersity of Hembdurg

[thacretical expart of the grourn)

2 a8

bacrderter Boamber Proaf, D, SCEULZE (7) Universiiy

—a

of Erdangen {9}
Sare 60 male end femnls erployses erd dstallsd enliaved

wen 28 statiptlcael clsriks and syrists

Testing cf cryrptosrephic invaentlona

E)
143~ 4, Res, Dr, SIETH

Dborit d. Ppg. EASERJAEGER

ﬁwalepment of orypharalytic alde

Reg. Beurat Dip. Ing. Wilkeim ROTSCEEIDT

Some 10 detallsd erlisted wen as able machiniots and

draftomen

—— —

e —

31. Leutmant (Second Lieutenast).

-



vection o -~ Traluoiecg and iostmactlon of new cryplanalytic

[
T e et e ey 5

ganeratlon
Head i IR Dr. DUZTIENEALY with Min. Ret FENIER and

Min. Ralt Dr. WEIIZIAUD as instrueiors

¥aln Grour 2

Drector

LT

Oberstlt Willitald von IALCESTETN

Doputy : Major 4. Res. Dr. SCHETFIXR
Anterocn @ Frl
fAepalgnment: Secanrlng and forwardirg of deciphered forsign tale-

contenta of tha mest importzul telegrams, Secret
information cerd file,

Section X -= Sceamming aed forwording of dsciphered talezrans,

Head >» : Cbergtit Willitald von EAL(ESTRETHN
Hembexs : dajor 6. Res. SCEIFFLIER

Section ¥ -~ Carding items from decithersd nmeaseges azd from
plain-text messag:za o? tke ivtervaticnezl prese.
Carding by femily sxo¢ placs nawes, subjects such
as polities, scocemics, military matters, Distribu-
tion of escrst isformailon.
- -
Eead : ¥m.” Dr. Herbert SCEAEDEL, Instwuctor University
of Laipzig
Mewbera: Uffa. ARIUS
Three female employses ané one sollsted man as

esgistants

32 achtrelster (Sergeant).



B. Aciivigy

e e

sezic: Tha upperzest tripncinis in Chi a8 2a 2Zeney prosuring

iotalligenes was spesd. Therafors this rrineipls alveys prevallsed in ths

-

pegigraent of thes work =rd the dlatribuiior of persorval, Any cléd orgeniia-
Tice is apt o Dbsecws ar snd in 1lcel? 25 soon es ita orgeniem tscormas

waek apd e morale of sach merier beccmes questlonsble. Any such darger
sxisted for Chl culy ir thoss grsups vhich kad no conteet with friendly,
ainilzr crgapizations. Whevs euck a oontact did exist, howsver, thers

w29 regularly a wholsscime competiticon. Such frierdly cwganizatices

{ueluded:

a. The Cryptoleglc Agensy {Chiffrisvebisilung) of the Royal

Juegarian Gerneral Siaff in Budapest,
b. Tte Cryptologle Agercy of the Firnish General Staff,
. The Crypiologlis Agency of ths Royal Italiar General
Stalf in Rexe,
d. The Cryptologls Ageucy of *he Ferelgn C22%ee (Ausvaertige 4z
in Bariln,
tut pot:

8. The "Resszarch Burzau" (Forschungsamt) of Hermann COZRING

walch hed besn fourded In 1933 without eny netiinal nessasity es 2
purely parscoal enloiprice ©f the then Prussian Prime Ministsr,

Iotercoption of Telegrzma: The yrimary fastor in any informaiion

ctteined by tachnical xeans was:



EPRF

P )
=
-3
:
3
[&]
‘3‘
5
1
¥
i3
&
[}

¢. The c¢veraeaxrd telsphone converszation or plain QGC?QTEQticn,:j

d. The rzdiotelophons.”

33, In owdexr to ka2 ag irderendent 23 pesaible in fhe natior of for *ol3n sn-

cirhered measages, Chi hod o Avmed Toress recsivirg eiations {Yehrmracht-

fuckewpfangestellen): in Treusabitetzen and in Lauf, The 3irsctdr of sush
8 » of the eignal %

)i 7

Tcopa, who was
£0 ?ecﬁnischs

To which foreige
director of the recsiver staticn set
2sponsibles Tor the sxect training cf
evatcra”, I oam not informed shout
recoiving ateticn. The lutercepted
t without siception, sent 1o three copies by
up B cf Chi, For Chi hed urdertaken to pass

an o the Foreizn O0fTice zrd one copy of many
atever woe luperient according to the
orwarded from the recelving s?ation in con-
dunction with Croupr B im: u¢ately to Chl by Siemens high-speed ielevrinter,

& recelving statico was always an office:
espisted by a teckunical izl of wedimm grade {
mitileren Bscuten). Maln Crrc A of Chi 1ssued crdors as
treozoitiers wers to t The
up the lceal cpsratiocnal
redio operatora &g Zo-call &
tke personrel 3trengtlh of aon Arued
erciphered messages were, alm
m&ail or by cour {ﬂ? to Main CGx
©

If Group IIT had any time to copy foreiszn cipher wmeassges of certalpn trars-
mltters 1n a2ddition to forelgn prsse =rnd propaganda iracexmicseiong. then this
wvag dors, For ihs shoxi reute :rcn cce office of Lkl {c acothaxr office ef
Cai without going throush 2 cc ntral telegraph offize and vaylcus offices of
rogistry was important, carticulariy in cyitiezl pericds. 2ut the Cipbksr
Sections in Finland, BLnaIest and Reom2 alse sent durlicatses o; tge r radio
intercepte ny ccuriss: Budorest in wgsnt cosep by telegrazh., Firally even

the Forschupgeamt mad~ aveileble a deplicate of its radio inter :apta.

{da

Ly

L, After the founding of the Forschungsamt ir tho srrizg of 1923 it clalmed,

osteroibly on ths basis of a so-called "Urder of tie Fuehrsr”, tk> gole rigat
tu receive from the main tolezraph office in Zerlin and frem ﬂ*’V* nelzl tole-
g?a“h officea conian of cablegrers, Frea this tioe con, tze Forschungscnt

as intermedizry provided thre “Iﬁhﬂr Ssetiong with duplicate cablegrams vhich
prolonged urnnecessarily the time taiveen 44e moment of sgending and tae de-
civherment of each wessage, and regulierly occasicoed friction betweer the
services, DBudaresi, Helsingfors, scdé Rere algo turned over to Chi duplicates
of eneiphered cablegremz obtained there, Budapsst sent alil its material

once a wveek; Eelpirgfors about twice a menth; Feme guits irregularly. AT ir-
regular intervals Main Group 2 elso raseived duplicates of cablegrazs and
radicgrams from Medrid and Sofile wilthcut knowing who sent them.

35, This was the domain of %the Torschungsent. Just as in the case of censor-
ship of letters, Chi kad vothirg to do witk this aspect, with the limitatioz
that occasiorally letters with secret temst were roferred to Main Croup B

to Ye worked on. -

36. Was worked on in Main Group A III insofar 2s precs apd propaganda
wvere councerned.



Hsnce, traffic recalpts at Chi cams from:
a. I%e own Axrmsd Foress radic recaivirg stations
. Budapest
£, Hsisingfora
d. Rome
8. Maln Group A IIT

f. Forschungsari

g. Medyid aznd Solia
Usipg thess scuvess, 1t was poesibls to piel up with a high dogree of
probablliity all lmpeortant earoyypisd telegramws evarn in cass of atmospheric

disturbances and whern ielegraph lirnss by-passed Germany. Of ccurss, courisr

i

onches were safe syminat such izterseption.

2. “The Intercapk Service

T kave uvnly = mupesrflaial ecquaiotance with the specifisz astirity of Meln
Group A, From umy goint of wiew 1% 1g of interzs%t only as a Tsans to arv sard,
From ths siardpolnt of cryniaealyais it made ro differercs what organizations
furnleksd the encrypied zeasages; th2 cryptarvelyilc saction vaeds ths messages
ard makse thils peed Xnown. The competent agenciéa rave to fulfiil this reguset
ag far as poesibla. It is solf-evident that the Berne List is not adequats
for %ke organizaiion of a cowpiets !ntercept service: ocoustant changes and
frequect deviations from the ruls make it wscessary that experiensea people
work over the assignwent of ths ietercedt rargs, taks into ascouni local dis-
turhances, acd in particulaxr colve itke problem of intercepting with a limited
susiier of intercept cperators from he gigartis nmess of intsrraticrel radlo
trafPic only those meseageo which ars realiy important. Radilo operators
guitable for the intercept service always needed when they came from the Army a
pericd of special training befors they could work imdspendently without constant
supervicion. The length of thie traiping derended primarily on the "acoustic"
talent of the interzapt ¢psrator, i. e., on the selectivity of his ear and cn
hi aaction spsed. Cnly secordarily did routine ipstruction regarding form

a sent of +elemrc heaitc o . calligraphy, and the maiking of several coples



et

coxzs inte aceount. In view of ths necesgity of being sraring of porazonpcel

-k

tectnicel alds wers veed in the intercent gervics and thsse were lndisveras

14
I

for nigh-speed telegraphy. I am not acquainted with thess devicea I do kuow
howsver, that among other things megnetophonss wers used - deragnetized stes’

wire susceptibls to magreiizatiocn., Ths punber of in Turmente in n

e, the

1]

aodels, and maoufaciurers are nobt kncwn to me. It goes without sayirg, however.
that the development of ferwign transmitiicg mechanisws vaturally found s
parallel in the devslopment of recaiving mechenisms. Group IIT ackisved goud
regulis with blind intercept operators; the exactnsas and sorrectrness of their

work was highly estesmed.

D. Maln Group B

Telegram Rsglatry: An organically importent office of Main Group B was

the Telegram Registry. Here hundrsds of messages, scmetiimes far over a thovsand ,
pagsed through daily, This material had to be worked over immediately and for
that reascn the persornel began work carifer than the cryrtaralysis wiac hed

to T1nd tkhe sorted trafiic ready for them when they started worl., During ti:
work of registration The duplicates for the Forelgn Office, Budapest, Helsiegfors

and tke Forschurgsamt were separated out at once, likewlse telegrams of countries

not workad orn and such discarde as congratulatory telegrams in plaln tesmt.
Statisztical work in the Feglstry was limitsd to counting the ir-coming telegranms
according tc the individual countrise and was broken down into radiograms,
cablegrams, ecd discarded meesages. Morse ccmplicated stetistical studies were
intertionally omitied In order to eliminate all unnecessary office operatioccs.
Hewever, if Group I of Mala Group A needed Tor any reasons whatsoever an

exact survey of the traffic, e. g., by wave lergths, cell signs, and times,

the waterial was avallable to it3s expert during the sorting, or he himself
could gno to the cryptanalysts ard look at the messeges. The daily l1ég sheets
kept at the intercept stations all came to Greoup I anyway so that as a rule the
recessary check was made without burdening the Telegram Registry and the
cryptanalysts. If, when sorting the messages, anything turned up which ran

cov r to the rule, this was “n. <71-421+v - nrted to Group I. All unnecessary



T

saper word, lowsver, was avolded. What coulid ts settled by telsphone wae
carad for 1n that way; othsrylse, a siip of derer wes spough. Group I like-
wis? passed ob anythlrg 1t sonsidevsd imsortant eo that thore wes alweys

intirate contaet amorng the Telemyax fieglsiry, eryptanalyeis, and intercept.

Assigzment of Crrpteralysis: In aetual cryptanalysis the prossdurs was

1n’ac-ﬁcrdance with the folleowing eatural priveipler the experienced a:ryp'tm-
avalysts vorksd oz new codes aud solved all resucipherments, inssfar as the
vask did not excesd thelr abilitiss or the potsntial of the sootion censerned ;
the lsss expsrienced arcd leass wall tralned crypharalysis ware ocecupled with the
cwrrent exparsion of cofer alrsady solwsd o a2 fal» degres, while ihe beglzrers
daccded telegrams in systems already solved. Ia each language section thers
wers also typisis and ecveral statistieonl clerks to porform auxiliary tasks

as needed. As a rule, these wers persons who d1d not koow the larguage or hed
only an insufficisnt acquajntence with it. Op the other herd, first class
phllolegical mestery of the forelgn largregs wes expeoied of svery cryrtanalizas:
the nuances of the official languags ware lsarzed by practicel work,

Strict ObJectivity in Trarslating: As soon as the encrypisd telegraxzs

had Teen deccdo_d ; 1. e,, the ccde groupe had been transformed into plain taxi,
they wers immsdiately translated into German., An sxperienced aralyst dictated
the Cerman text directly to the machire, The %ranslation vas literal bdut in
sellent, standers Gexman {Hochdeutoch); ooly in very rare cases was tho
original word edded in perenthesls whon thers was doubt or when there was ro
corvect equivalent in Gerwen, It was strictly forbidden to maks summaries.
Likswise the decipheorer uad to refrain from any eubjective remarks. And it
wea his duty to put e dotted live under any word or pasesegs in the Germen text
which was not absolutely sure, thus honestly corfessing to those working over
the text in other agencies where thers might be scmething inexzst in ths Garman
toxt, 20 as not to lead to falss concluaions., Likewise when there were gaps ir
the messagee the decipherer kad to state in the German text how many groups wers
miesing. There was an agreement with Chi that any questions raised there should
be 7T i1 at once to the cryptamalytic asectiri oo 20 ¥+ ~ive the latter a chance



Securiiy: All traffic, the materinls ussd in deallng with 1%, the rseulis

of decipherment and the methods cuployed were considersd "TOP SECRET"

("geheime Kemmandosache”), Every person was otligated to maintain secrecy.
Every three moniths special instrictions wera &glven on this point. The doors

of the rooms were unlecked cely dwricg working kours ang then only 1if somsons
wes in the room; otherwige, ths deorsg ware alvaya locked. crsover, all crypio-
graphic material was Xept in metal safes. The holder of the key was versonally
regponaivle for safeguarding the nsierisl according to regulaticns., He was
checked four times a year to sce whsther he ectually had the keys to all the
safes. The loss of a sefe ksy or the loss o?f cperaticpal mateorial h=d to be
vreported within 24 hours at the latost., As a matter of principle fomals
pergornal were not ailowed to heva ksys to safes., After the close of work,
everythling had to be put evay end lociked up; nothing vas rermitted to remaip
lyicg on tables. Daily room checks assured ccmpliasnce with this order.

Relations with Friendly Cryptologic Aaencies: The rslaticns of lMain

roup B with the cryptologic agencies of frisndly countries imposed on 4he
sectlons, aloog with theilr current work, the obligation of seeing to it that
the material called for was made availatls. That reant covles of telegrams,
reccvered code Zroups, ard soived rezenclipherments., This material was
delivered by ths individuel language sections to the anteroom of Main Group B,
was provided with a briel letter of trarsmittal, and was sent to ths recipier:.
The relations with Chl inaugurated by Budapest in the fail of 1922 were inter-
rupted dy militery events early in 1945; Chi had established contact with
Deleingfors in the apring of 1927; these lasted until the capitulation of
Ulnland; in the apring of 1938 Rome entered into an sgreement with Chi. These
roiations wers troken off by Chi a few weeks vefore the Allied landinz in Sicily.
Reporting: Down to the "Aspumption of Power" {Jamuery 1933) an extensive

report on the practical results of decipherment was written every three monthe,
but with 1933 that stopped short. The reason lay in the mistrust of the

For- hungsamt, which had mearwhile been founded end which, it was suspected,

mi 'y to take over the issue of the quarterly renorta op the hasis of an



ir order 4o cmplizsize it3 owm accomplishments. Thsro-

fore frow 1933 cn only onoual regerts waire written and thess wers without z=n
detalls whatssever,

The Egsence of Cxyntacalysis: Crypiacalysis wes regardsd as 2 discipline

—— M, T i p

cloeely ccecelated with the theory of precbability, in which ths zlements of
the probabliity are of a lingulstiic naturs. The work was carrisd cop according
to methods which srs prebably the same 1n the cryptanzalytic orzanizations of all

1 .

clvilized countries., At ths zams time everything was aveided whick might have
turned thils gecret service Into a mystericus one: pretentious virtuosity and
"Black Art" wers ot recogrnized. Due to the deartn of pergonnel, mechanical
cryptanalytic nldes wore uvsed to gain time arnd to avold errors, but only whksn
their employment was resulerily and termanentiy necessary. This means that
whon 1little traffic was racesived, all orpplecalytic verk was done by hand., The

tasic idsa of every mechanlsal cryptamalytic aid wus to replacs the speed of

firgers 1n statistical operaticrs,

1

Mechanical Crynianaliytic Aids: Thene were devices e ald in cryptanalyeis.

L

e A device consiating of 10310 cylinders with the

37. OFf tho degcriptlon of the Rollmeschine which was in uwse at ths Cerman
TNavy sigral intelligence agency (0sd 4 SKL/IIT) as ziven by Lt.
MORGENROTH of CXM 4 SKL/III (TICCM/I-117):

"Roilmaschine. The expression rollen for the rroduction of
"synthetics" arcse “rom the use of o smeli apparatus to seaist in the
process, called a Rollmeschine. This coosisted of 4 or 5 drums {giass
tubes gumred cver with paper stripc), oo which the figures 0-9 wers
printed, ore underneath the other, rucning arcurd the tube. This was
arrangeé 1n such a fashion that when the Rollmaschine was set at the
"mentral" pesition {00C0) the figures expressed the valuee of knmown
boek groups. We alzo kad Rollmaschlnen which instead of the glass tubes
bhad movable type wheels on metal rods, so that by changlng the pcsition
of the wheels we could carry cut the trececs of rollen agaln and again
with other frequeni groups, vhich was not pessible with the glass tubes,
owing to the fixed arrargement of the figures. When we turned {rollte)
the drums so that instead of the original setting 0000, the valud of a
neppage group &ppeared, then we had autometically added the message
aroups to all frequent book groups recorded by the machine ard formed
Terdachtswuermer {Message group plus book group egualc cubtractor group).
IT ve have set u» not true book groupe tut relative book groupa on the
rachine, then we neturally obtain a relaiive Verdachtswurn."
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Lz ths tapey., Then all kole ssgurzness of tape I vars autoratlcally brought
lo%e oppoalvica to all kole eequences of tape II. The recult was read off
and, a8 I repall 1, ranroduzad sraphisally on a paper Yare, If, at a
rarwicular pesitior of the two tapes, frequancies of axpsctad paiural tlzraws
regulied, Then & @o-ealled "wank peint™ of ths erypicgrarhie sysism had hesn
Pound with a cevrtaln py-Pabllity. Ir contrast i the differernecing devies

QDiffereazswzgeraﬁj.?,; tis doTicn scarned in szch pesiticn n gsries of hol-

i

gzgugncas which had hesn supirizally datsrziced before getting up the machice.
Th= feovien was cesasiornally used suecsssfully iv solving Japaress aryptogrars
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would apuear oa the napsr tovss which wers wisihle 0 ths sys 223 vhish wers
higoer than at pointy vhers phases Lys Lp oo I did nct iis afde hy slds. A
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I, ngpuming that Iy

11iks intarval beiuszen wealts was nhass
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The device was rever put irnto practicel use. I% was devoleped and constaucted
Lor avparimertal purpases ot Main CGrzup B,

Hollerith Maclines: When [woal vasses of Polish cipher mwessages had

ck

s2rk3d ca, tusn {hey ware ssct o ths "Machine Recurds” sesticn with a
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ar coptical gcanning device because all ceschanieal devicse worked teo slowly.

Own g_j_p'ner Machines: The dsvelcpment of our cwn ciphor rwachines yseted

=

with the Ordnance Office {Vaffenamt). Chi was suprosadly involved in ths

1

criticism and analysis of the devices but Chi only mede suggesticns without
coeatrieticg thewm iteslf. The Enlgma was regorded as antlquated, although 1%

was 2ecure wiaen properly used. The Gehkeoimschreiber, the so-called "G-Schraibesr”

vas wmodern bui not mobile sncugh. 3y the end of 1944 tha dsvelopmenta plapned
vere elready dcozed. To fuwther przetical work could te done,

II. ZIo the Yeer 1939
{Shortly befors tae Outbreak of War)

38

Cni
Assignment: Obtainleg Intelligence by technicel mears., Foreign cryptograms
Director : COberatlt Fritz EBCETZIL
Devuty : MaJor ANTRAE
Anterocm : Frl Hedwilg XKUHTERT
apd Jourral
of TOP
SZCEET

matorizals

Chi consisted of four Croups:

Group 1 Group 1L Cxroup iif YoUD LV

Major ATDRAE Eytm DIETSES Major KAEHLER Hia. Rat TENNER
Zaoployment of Peyoonnel Intszeepticn Decipuerment
tochnical and General regis- of foreign of foreign
personnel %ry of the press acd aryptogyrams
resources to Ciphey Bureau rrovaganda

cbtain encrypt-
ed massages

38, Chi passed from peace octatus to wer status without change in organization.
So far as I recall, placs Lad been drawn up ebout 1938 respecting
probable pernonnel requirements in case of wvar. But the requirements
then get forth were satisfled with approximately 30 percent increase in
total personnel. More specific statements lacked eny reasorable founda-
tion because et that time no cne knew who would wege war and therefore
no critical points for expanded effort could be indicated.

Chi, which 1in 1939 was still known as Cryptolecgic Bureau {Chiffrier-
stelle), vos, when the war broke outl & compenent part of ¥
Tobpectorcte of Signal Trcors (Inspektion der Nachrichtentruppen);
hence Chi was not yet en "egecncy" (Abteilungj. A1ts horizonial organi-

s+ An anmaawme shAvTa




Each group consigisd of sesticns, bul I no lengar recall the crganizaiico
of Croups I, IT, III,

Grouwp Cel I

Dirsctor: Major ATDRAR

Deputy M__gg., f&“ﬁ“’:’?ﬁﬁ” XLITNGER
Toe racge cf assignments was, baslically, no differsnt from that 1o 1044 -
but witheut the development and tecting of Germen cryptcgraphie sysiems. The
Axmad Forcss receiving statiors, Treuevbristzen and Lauf, worked as so-called

Pixed radic recalving stailons (E‘as{:s Funkewplirssstallen). Alsong with thees

thers were Tlxsd ra2dlo rseelving atatioma of the Cipher Ewresu in Xosnigskerz,
Breglau, Muensisr, aad parbops two or thrse cther plac=a., The out-stations,
Madrid and Sofila, had alrsady tesn establishsd, ucleass my memory decsives ms.

AT

v glight persconel. IT I am rot mistakss,

A

Theaz wers two recslving stations

Madyrid wes comwanded by Leutpant (Second Tieutapant) FPLANKERT ;3 Sofia by Ober-

leutprant {First Lisutsrant) GE0IZ.

S ——

-
i

Geroup Chi IT

Diractor 1 Faka gt !E

Daputy : UfPz SCHULTZ

Aoteroem 3 Frl MaLIFX
Asalgoments: As for Tersonnel Sroup 1ob4
Az~~unting @ Two detailed ssergeanta
One male eaployse
Registry ¢ Frl BARTEEL
(mcLassi- Bl
FIED) Apget., LANGS

Acgst. SCASOETER, Alfors
Crs male wesosrger

39, Mivisterial Amtmaon (Ministerial Offisial).

40, After 1934, a pumber of First World War officers were recalled, mostly
1» ndminiotrative positions, as supnlementery officers (Ergasnzungs-
offiziers) ard deciznntiad as ektive Offiziere {C): the [E) was leter

and those who wore qualified were talen 1nto iue regulaw
officer corps. /[Editor’s nots/.



Greup Shi ITT {Technisnl Devizes)
et it Mimcios

Dirsetor ‘ Major XAFFIENR

Toputy ¢ Reg. Baurat Div. Ing. SALZSRUM]

crscanel @ The total sirergih im 1939 chortiy tefors the ruibreak ~F
war may have been abcut 70 perzons

Cyoup Chi IV

g,

Divecieor ¢ Min, Rai FEIIER

et e - e
Deputy : Hip. Rat Dr. SEIFERT
Ardeorson - Fri HOertha LISCOEITs

Acaigrmects: As In 1C4LL
Secdtlop IVa
Dirscicy ¢ Mln, Rat FETNER

Assigrrmento: Az 1n 1Gk4

OFPins ¢ Iyl LTEZENETRG
Frl LIATHO
Frl Yrmgerd XCEFP
Telegran : Freoifrau v, HEDIM

Reglatry Fran SCHWAR
Fri ESLUET
Two datailed solisted men

Tue a-Sestlon embraced the sctire adwinlatratior: talsgran Tecolpnis,

raglistration, persommel, quarters, cirrespordsrze, ste, On the other hard, all

b-Zecticns were units for prasitleal decipharrent., L!_?:n cutilze of the bSeztions
with pergornel appenra beley,?
Sentica  Country Pargonpel Remexlks
ERAE Russia Prof, Poter NOVOPASCHENNY Horlirg On Russinn
' Poland Tl WALTR crypiogrevhic
Frl FUCS - sysiams and Polish

Angat. ZERCH Army and diplematis
Angst. Dr. LUETJEN ciphsars,

o FLISCH, Alavacder
Abcut 5 mors persons



Section

Ferponnalt

Remarks

v

=4

PR Do, Vikitor WEIDLAND

Aogst, Georg CRULL
AEFEM. I‘Oﬁ&v

Angst, Freiin Futh v. THITLMATR

'Fr-m}-_ mhy -

g iy Brien l_.'ul-uﬂ.:‘u

'-_-._H

"pu S .n-u.l’hn;ju
-—\ﬂ-ﬂ-

taly

IR Frooz-Kevrl RAFRET,
Arget, TESSMAR
Ansot, MAULIZR

Aczst. Frau HAUSMATN
Avgat, Fran FUCES
2rgat, Fri PETZOLD

\tout two otlum DOrHoLs

Fravss
Ealgium
Netherlands
Switzerland
Egpt

iirgst. O%to &LNZT
A-::.b;su':.‘ Jakob CRULL
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A ccmparisgon of the organizatisa of 939 {shortly tefore tte bsginning of
% war) with that of 1944 {shortly before tho end of the war) shows that in the
cperational offices of the "Cryvicloglc Buresau CEW" and the "Cryptolcgie Agency
CE" e pothlng escential bas chanzed. The fclliowlng differsnce, however, ia
important: wherees In 1939 Chi (X7 workeé on Gsrman Army cryptogravhic systems
only in an advisory capacity ard with voluntary checks or slse merely develored

Gexman Army cryptographic systems, if thoe Inapectorate of Sigral Troops (the Army

41, Technischer Reglerungsivspakicr {Tachnical Jovernient Inetgec B3y,

L2, When & secticn or a group ihrough natural or unnatural development becomes
80 large that the director of such a urit must be a colopel, then this
unit bocomes an "Agency" (ibteilung). Every colonel who iz transferred
4“0 OKW counted on becoming the "Chief of Agency" {"Abteilungschef".)

The "Abteilungschef" correspconds to & regimental commarder in the fisld.
This 18 en old traditiocn, which under normal conditions was the exprescicn
of a recessary order (Ordnung).
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requested 1t, in 1945 the entire devalcyment of Gerran AToy Ccropic vopnds
gystens hed devolved upon tha Cryptolegic Agzocy {OKW). Aside fream the

psroopal wishes of the last Chief of Arved Foress Sigpal Communicatisne {Chet

Wehrmachtvachrichtenvervindunger ebe, Chal i77), Gensrallsutnant GIILIR.

ko Tolicwlog purpose bad teen partially acconplished in tha prozsss: eonssne
tratlor withlin the Crypticicgic fgency of all cwo cryptograpuic syatsms of al:
thrse branches of the Avmed Forces, including these of the Protestive Guard

{Sehutzstaffel cbb. SS) and of semi-militery organizatlious. {In the German

Armad Forcocs oach byench, 1, 8., Army, Vavy, cnd Alr developed ths crypio-
grevhic systema it requirad without any teating or criticism by the othsr
branches of the Armed Ferces if it did not so desire!) This idea was good;
its reailzation would have been desirable Lo obvicus teshnleal reasgors, all
th2 mora so pince I had already fought for 1% meny ysars iv vain., For, in
splie of the polnt "OEW", the thres branches of tﬁe Armed Forcse were 5o
indeperdent that sn crder issued in 1943 (or perhaps early in 1944) for the
cczmon develeopment of all Armed Forzes cryptographic syptems 2t Chi CXW waa
obeoyzd sometimes not at all, scmetlmes cnly reluctently, But the misgtaks in
ths organization of Chi 1044 was that for perscpal reasons the developzert of
cryntegraphic eystems for the German Armed Forces was rot assigned to Maln
Group B, but to a group which wvas broken off from it. Main Grcup B with iis
experienced cryptanalysts was active in ap adviscry capecity « whenever ore
desired to call upon it. This curious organization did not get to furction!
Then it is noticeable wheu cowparing Chi 1939 with Chi 1944 that the
lattor had considerably mcre persomnel. That wvas a matter of course: Chi
wze an office vhich provided intelligencs. During a war the exchange of in-
Pornotlon betveen the civilized pesples involved, and those not involved, ie
alvays greater than in peacetime. Therefore there are more telw. For a
wvar affects the quantity of encrypted meesages just as a chronic period of
c¢risipg would. Furthermore, press nnﬂ redio propaganda appear in inconceivably
increesad meesure, As a matter of course this results in a greatly increased

r of personnel. At the same time really new experte were added in only



!3

fesl ceasurs, es the c¢owmparison shows, whils thers were two or three timss
es meany typists, trapslators, intsrcept opsrators, statistical elerks,
draftsmen - in short auzilisry personnsl.

In 1939 thers were still uvo mechanical alds to eryptansalysis. All problems
eccuvrring up to that point bad besn worlizd on or sclved without mechanical) zide.
Meases of telegrems hed appearsd until thsr only duricg brief perieds of =risis
{e. §., cccupation of ths Eainelsnd, the Chemberlein Lire, cecupation of Austrial
and this material was worked up in a few day and right shifta, Consequently
untii 1539 thers was no weed of mechanical side to crxyplanalysis ever thougn
the feoacy of gome analyets had besn nrcupled with thia idea and experimenteation
tad shown clearly that only tho acadsmically tralred mcedern ecrmunicatlons
englzesyr would be ogual to such a tas

Sectisa IV b X atill belorged to Group Chi IV: ccpssguently the entlrs
course of the work fryom the registericg of the encrypied Dsssags to itz sclutico
end distritution wos 8till in the hands of 2 gingle orgenimm, The ectire
orgenization of the Cryvntologls Bureeu was clsar and csasily corprabended:

T: the smployment of the intercepl organizs “ian for $he interceptisn of tole-

grans {seeret text); II: the aesignwent cf persocmel; III: %t t>chreical

commnications group for intsrcepting rress and provaganda {plain text);
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7: the decipherment of foreign eryptograws. Uniil 1933 {outbreek of

Graup IV wes unguestiorably ths focal polnt of the Chiffriersieclils; in visw

of the mass of foraign vracs ood radlo rejoris (propegarda) walch ars eaaler
tc urdaratand thas the content of en ererylited resasage, which a layrwan does
vot understend, Greoup ITI galuned ia prepondcrance. {An chjestive study of this
phercizenon, in pariicular compariscps with ather courtries might be very
imstructive. )

Tho relations with friendly eryptolcgic agsories wers sirscgtneced 1o
1030 with the exception of Rome. Regarding Rome there were arguzents in CX:
part of the officexrs of OXW rroper maintained thet they lxew cothing of eny
connection of the Cryptologic Bureau with tho cryvtologle agency of ths Gemexal

s i1n Rome - ard forbade any further conncction; apother part crdered
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